CDC Secure Data Network User
Enrollment Guide (Netscape)

Overview

This document provides an overview of the enroliment process of the CDC
Secure Data Network (SDN) using Netscape®. Specific instructions for
completing enrollment in the Hospital Smallpox Vaccine Monitoring System
(HSVMS) are shown in large text throughout the document.

Access Enrollment Site

To begin the enrollment process, you must first access the SDN enrollment
website.

You must access the SDN enroliment website and complete the enrollment
process from the same computer and browser you will be using to access SDN.

The website can be reached by accessing the following uniform resource locator
(URL):

https://ca.cdc.gov

Upon accessing this site, a page similar to the one below will appear. To
continue, you must enter the general registration password that should have
been provided by your program administrator. Please note that this password
cannot be provided in this document for security purposes, nor can CDC SDN
Support provide it. After you enter the registration password, click on the Accept
button to continue.

Visisn ) Password Check for
{ ONSITE CDC Digital ID Services

Flease eater the passarord for CDCs Dypital ID Sennces aad chick the Acoeps button

Password; ||

| Accept

Review Enrollment Information
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After authentication, you will be presented with a general information page
providing an overview of digital certificates and system requirements. After you
review the enrollment information, proceed to the first enroliment step by clicking
the Enroll button.

Welcome to the CDC Secure Data Network client registration site

To i ediately envall for 3 CTe0 Sequre Draes Mepwork diginal TD, chick here _!'=""°“ |

At this site you may register to become a chisnt of the COC Secare Data Febwodk (S0 Ragistenng to become a chiect myobves tare separate bt
related actwitien

» olbotaming pemisRon bo use oo o more seative CDC mfcmation systemes;
» clotaping feed matalbng a COC deral cecficme

You can be granted pearmission to access a senmhve COC system ooly by an mthonzed representatve of that spstem The regestrabion indormation wou

enter in Fowr appheation pages will ke forwarded to the appeonnate sgsten representative for approval Obtenieg the CDC dgial cenficate i

conlngish w on this appgeval Trie expecisd thal, o wea fave woved o Gy, vou akeady hise 2ome widerstandng with the C06 program's
represemdatrre and your request bor access is leely ba ke approved. H tus is not the caze, woa should stop new and contact the CLC program's
represendative first bo dscuss obtainng access

About digitul certificutes

A digtal cechiicabe, or “digial I 12 & data obgect used 1o wenky the identity of e person or system possessng it

Ot wea have ebtiened peemmizsen froa  apptem representabive tn acceas a sensitiee CT0C spstem, o digtal TD well be penerated For 3o by separate
enly cidled a certlicae mabon (04 When woa Bave baen natdbed by the CA& that veur dgetal I 12 reache. vou wall hiam 12 g9 1o specEed Wen

sike to receive & Tou will then nstall the cectificate, or digtal ID, @ s browser.

Therealber, when wou wish o access a sweten withm the CD0 SDF wang vour b, your browssr wil peegent woir digtal I e e ST and the
FL will venby your Heokty with the CA . You will then be granted peomission bo enter the D2 SDH system

Vo i e share poor dgnal comio ate with iy other perzen CDC Tntermnet secwity poboy seopares that each dgial TD be beld b and med by oo
and anly one pEsEam

Enter Personal Information

The top part of the page contains an option for a non-Java version of the
application as well as important information about your browser. Click on “Non-
Java Page”.

To enroll for a digital certificate, your version of Netscape must be 4.0x or higher.

Below the information area is a form that must be completed to continue the
enrollment process. The form is used to create your digital certificate and should
be completed with as much information as possible (all optional information is
identified by red italics). Your program administrator and CDC will use this
information to verify your identity.

IMPORTANT: If your facility is a hospital, enter your unique Facility ID (e.g.,
CMS Provider #, VA Station Code) into the “Program or Division” box. We
cannot process your request for a digital certificate without this number.
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Step 1: Enter Personal Information
Flease enter this information about yourself Ttems n red ftalics are optional,

prefix [ Preferred Name |

First Name | Middie Name: |
Last Name | Degree [

Email Address | e rgﬂﬁgpj Lﬁiéxﬁ [

Employer | Program or I

Dvivision
Employer Type | Academic/Fesearch Organization j
Job Type |Siomedical Resesrch =]
Pheone [ Fax I
Work Address = LS. State |Fick 2 State =]
(130 characters {requirsd for LIS)
Inaximm) ,| U.5. County
4 L
City | Zip Code |
Country |Unit=d States =
Alternate Contact:
Name [ Phone I

Select Program

The list box below the personal information form allows you to choose the
program for which you are requesting access. To select the program, simply
highlight the appropriate entry in the list box. Select Smallpox Vaccination
Program from the list presented.



/3 OnSite Subscriber Enroll - Microsoft Intemet Explorer

Fie Edt “ew Favortes Took Help ‘ﬁ
GBack + % - (] A& | DSearch [ifFavories FPMeda 4 | B 5 H-E
Address Iﬂ https: #ca cdc.gov/servlet/E rrallSerdet Ll o | Links ®
Gorgle - j B Search Wb G Search e | Fagehank ¥ Pt o - [yln’ = it
H
Step 2: Select A Program
elect the program whose activities you want to join,
SOMB |
SONTEST REPORTS
secure Data Netwark
smallpox Yaccination Program
TE MNofification System
TEST
WVACMAN
WISION J
Vital Statistics Cooperative Frogram
WhiY Surveillance hd
Mext
Chick button for a non-Tava version of this page: Non-Java Page
Questions? See the on-line registration documentation
Or you may contact S0 support by emal, o by phone at B00-532-992%, |
&) Done |_|_|_é_i@ Intemet

s

‘ :ﬂ é @ .ﬂ’ ﬁ] %‘ @ @ “W sdnscreen...l @HnanELF‘...l ’W

Upon initial enroliment, you may select only one program from the available list. If
you require access to more than one program, select the program identified by

your program administrator. After obtaining your digital certificate, you will be

able to request additional programs and activities via SDN (it is not necessary to
apply for more than one digital certificate).

After completing the personal information form and selecting the program to

which you are applying, click the Next button to continue. A confirmation dialog
box will appear to verify the Email address provided on the personal information

form.
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confim x|

[3) ‘Your email address must be coerect ko receive wour Digital ID.
15 this wour correct email addreszs?
oedaode, goy

Cancel |

It is important that the Email address you provide is accurate and used in
conjunction with the performance of your duties (i.e., not a personal account).
The information required to complete the installation of your digital certificate will
be sent to the address provided.

After confirming your Email address, click the OK button to continue.

Specify County

This is an optional step. You may highlight the county for your work address or
skip to Step 4.

Select Smallpox Vaccination Program Activities

Click on Hospital Smallpox Vaccination Monitoring (HSVMS)
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/3 OnSite Subscriber Enroll - Microsoft Intemet Explorer

Fie Edt “ew Favortes Took Help ‘ﬁ

Gk + 2+ () 1 4 | DSearch (i Favortes £ Media ®| B 5 H-E
Address éj https: #ca cdc.gov/servlet/E rrallSerdet j fPGo Lirks
Gorgle - j B Search Wb G Search e | Fagehank ¥ Pt o - [yln’ = it

B

~ Digital ID Enrollment for
vaisiim ) Centers for Disease
(ON3ITE - Control and Prevention
OPS/IRMO

Step 3: Select Smallpox Vaccination Program Activities

Select one or more activities from the list.

ination I-.-il:l nitoring (HSYMS)

semi-Weekly Progress Repoarting
Yaccine Administration Support (PYS)

=

&) Done |_|_|_é_i@ Intemet
iﬂﬁlalll ‘ :ﬂ é @ .ﬂ’ ﬁ] %ﬁ @ @ HIW sdnscreen...l @HnanELF‘...l ’W

Choose a Challenge Phrase

Below the list of activities is a general overview of the challenge phrase that is
required for use and management of your digital certificate. You must select a
challenge phrase based on the guidelines presented and enter it twice (once in
the “Challenge Phrase” field and once in the “Confirm” field). After you enter your
challenge phrase in both fields, click the Next button to continue.

Choose a challenge phrase that you can remember as you will need it every
time you want to access HSVMS.
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Step 4: Choose a Challenge Phrase

The challenge plrase 5 a password or plrase that vou will need to provide every time vou access
the CDC Secure Data Herwerl, and 15 needed to revoke your Digital TD at Verisign. For security
reasons, a challenge phrase must:

Be at least eight characters long
Contamn otdy English letters, mumbers, spaces, or any of these characters:

hyphen - plus « colon @ apostrophe *  cormma ,  perod .

i_ontam at l=ast one nonalphabetc characker

Mot contain your name of any part of your emad address,
N-;ut cn;intain [MGTE fhan bwo cn;\nsl:r.l.'.liu: n:pn:ating characters
Contan af least four unoue characters,

Flot be a word, unless the word 15 either

® 8 & 8 A

+ Broken up by one or more nonalphabetic characters
* Prefied or suffived by a total of three or more nenalphabetic characters

Challenze phrases are cage-sensitive, 2o be sure to remetnber whether any letters are capitalized.
While not recuired, a challenge phrase contamang mited cage letlers is more secure, We nsite you
to consider nsing one.

Challenge Phrase |

Confirm |

[t

Choose Encryption Strength

The encryption strength selection is used to generate the digital certificate and
determines the “cipher strength” employed. Because greater cipher strength is
more desirable for transaction security, you should choose the strongest
encryption strength available. Choose the default selection as displayed.

Optional: Choose Your Encryption Strength

The securly of your Digital ID depends in part upon the size of encryplion fey used. Larger keys are more
secure. If you use the standard version of Hetscape Navigator or Communicator, select a key sime of 5121
you use the U3-only version, vwou can selsct 768 or 1024 for greater securty.

| 2048 (High Grade) =]
[_seceer |

The encryption strength you choose should be based on the following priority
(the available strengths may vary):

4. 2048 (High Grade)
5. 1024 (Medium Grade)
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6. 512 (Low Grade)

If you are employing “smart card” technology and wish to use it in conjunction
with your digital certificate, you will need to follow the manufacturer’s guidelines
for use with digital certificates.

Review and Accept Subscriber Agreement

After choosing your encryption strength, you are required to review and accept
the VeriSign Subscriber Agreement before your digital certificate can be issued.
The VeriSign Certification Practice Statement (CPS) governs the issuance and
use of a digital certificate from VeriSign.

Digital ID Subscriber Agreement

By epplying for, accepting, or using a Digital 10 you are agreeing to the terms of the VanSign Subscaber
Apreement (" Agreement™). Your organization requires you to follow this A greement, By clicking the accept
button below, you indicate your ecceptance of this A greement. [f you do not agres to the terms of this
Agraement, do not complete this application, click eccept, or use the Digital 1D,

When you submit thes Digital 10 application by clickang Accept, your browser will generats your public and
private keys. The browser will also prompt wou to set up a password to protect your private key and to store
it oty & diskette. Your prrvate key is & secret file that wou will uss to digitelly sign or encrypt e-madl Your
public key will become pert of your Digital ID—iyrour busiess associates can use it to verify your digital
signature ot to send you encrypted e-meil

Your private key and password are stored on your computer and are not transmitted to the Cerdificetion
Authoriiy that creates your Digitel ID. When your Digital 1D 15 ready, you will receive -mail that includes
instnactions for reineving and nstalling it

If you have compleied this envollment form, click Accepd Lo submit this request to the A dminisirator.

For more information regarding the Agreement or CPS, please visit the VeriSign
website at http://www.verisign.com/repository.

After you have reviewed the Agreement and agree to the terms presented, click
the Accept button to continue.

Generate a Private Key

To begin the process of creating a digital certificate on your computer, you must
generate a key request for submission to the certification authority (CA). Upon
acceptance of the VeriSign Subscriber Agreement, Netscape attempts to create
a placeholder for the digital certificate. This placeholder is used to store
information about the digital certificate request and allows the user to set a
security level associated with use of the digital certificate.

If this is the first time you have attempted to create a digital certificate, Netscape
will prompt you for a master password, which is used to restrict access to your
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digital certificate.

Change Master Password ] x|

Securky Device:Software Securiby Device

| Currert password:

|t set)
| Mew password: J
|

Mew password (2gain):

, Password quality meter

[al4 I Carcel | Help |

To set the master password, enter the same password into both fields of the
dialog box. While you enter your password, the “Password quality meter” gives
you a rough idea of the quality of your password as you type it based on factors
such as length and the use of uppercase letters, lowercase letters, numbers, and
symbols.

The local password for protecting the digital certificate is not used by SDN and
therefore cannot be recovered (changed) by SDN personnel. Additionally, the
password constraints used for the SDN challenge phrase are not applied to the
master password.

After entering the master password in both fields, click the OK button to generate
the key.

Generating & Private Key x|

Eey Generation in progress, .. This may take a few minutes....

Please wail...

Check Email

Once the digital certificate placeholder has been created, a notification to check
your Email account (the one provided during enroliment) will appear.
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Verisionr ) . . .
(/3 NSITE Dlgli'u| ID Services

Check E-mail

Check your inbox at the e-mail address you entered in the enroliment form for
an e-mail from your administrator. It will contain instructions for installing the
Digital ID.

Copwignt £ 1998, Wenmdign, In¢ All Rights Resered

Exit out of the SDN enrollment website now. Within a few hours or 48
hours at most, you should receive an email stating that your digital
certificate request has been approved (see next page). Please do not call
the support line until 48 working hours have passed (404-498-2110 or 1-
800-532-9929). We anticipate receiving many requests for digital
certificates and it will take some time to process them.

Digital Request Approval

Upon approval of your digital certificate request (including program activities), an
Email will be sent to your account with instructions and a personal identification
number (PIN) for obtaining your digital certificate.

Fram: codoadnfeds.goe

Senr: Tueaday, Navek 5, 200z 10:22 Y

To: xxxxBodo.gow

Subject: Your Digicsl IF i3 ready

Daar JANE DOE,

Your administoator has appooved your DPigatal D0 cegusat,

Ta afaaurs that Soeecobd 8las cannot obtain a Digical ID that containg your parasnal informatiod,

YOU Wuat retricve your Digital ID from o accues @l gice uwaing a anigue Personal Idencification

Humdier ([(FIHj . You can recriewve your Digical ID by folloving these simple sceps!

Stap l: Wisis che Digiesal ID retrieval web page:

https: fonzice.veri=ign, com' services/ Centersforbrzeasedontro land?revent2onlPS LEED digital idtenter . htm

Stap Z: Select Pick-up ID
Stap 3F: In che fopm, oncar your Peraonal Tdencificecion Nubbers [PIN) @
YTour PIN is: 1Z34EE7ES
Htep 49: Follow che ipn=tructions on the page oo complsts the installacion of vour Digital ID.

I£ you have soy guestion= or problems, ples=e conbtsct your Adminisscator by ceplying to this e-rsil
mEEsage .,

You must use the same computer and browser to pick-up your digital certificate
as was used to complete the enrollment process. If a different browser or
computer is used, the installation will fail (you will, however, be able to re-attempt
the process using the correct browser and computer at a later time).
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To complete the installation of your digital certificate, go to the URL provided in
the Email notification.

If you manually enter the URL provided in the notification, you must use a secure
HTTP session (i.e., https).

The notification URL will direct the browser to the VeriSign Digital ID Center for
CDC.

Centers for Disease Control and Prevention
OPS/IRMO Digital ID Center

@ ENROLL
Chinss Pres aplioe bo esnoll for & clignt Digilal 1D

@ PICK-UP ID

Chopse this aption i you have enmled for a Dugial (0 bul have not peked i up

SEARCH

Chooss thes aplion to find the ecoed for a Digital ID. This finclion is usefl for determming
whether a Digilal 1D =3 valid, Expired, or Rewikad, You may akio Dasnizad 108 fom ths
apice

@ RENEW

Chopze this aption to renew 3 Cigita! 10 which is mopifing o which has aready scpined. Yau
ahod geneerlly glan renesirg pour Diglsl 1D & lesal ene month befare your Digtal 1D i
diie A0 axfrs

@ REVOKE

Chonss thea aplioe tooevcke Yous Digial D Dagdal Da shoud be rvoisd immadataly tor
any suspecied compromise, includng lost or slalen private kiys, camuplad key pairs,
changa in sie owearship, o suspacled faud

To obtain the digital certificate, click on the PICK-UP ID option from the menu. A
form will appear that requires the PIN sent in the notification Email.

Verisign ) Password Check for
(“'WITE CDC Digital ID Services

Flease enter the passarord for OD0Cs Dagitad ID Senaces aad chick the Aecape batton

Password: ||

[ Accept

Once the PIN has been entered, click the Submit button to download the digital
certificate.

If the digital certificate has been successfully delivered, a confirmation page will
be displayed.
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What Do You Do Next?

Your Digital 1D has bean delivered to your web browser. To ensure your 1D was
properly installed follow the instructions below:

For Netscape Mavigator 4 (Communicator):

1. click on the Security icon on the toolbar, or select the Communicator menu,
Security Info aption,

2. In the Security Info window, click the Yours option in the left hand frame,
3. vour Digital ID should appear in the certificates list,
4, select your Digital ID and click the View button.

For Netscape Mavigator 3:
. Select Secunity Preferences from the Options menu.

15
2. Select the Personal Certificates tab.
3

. Your new Digital 1D should appear in the Personal Certificates list, It should be
listed by the certificate name that you specified when you received your Digital
io.
wote: If you did not entar 2 certificate namea, try clicking on the white space
at the top of the box. It will highlight, allowing you to enter a name.

4, view your Digital 1D by selecting it and then selecting the More Info button,

Consult our Help Desk and Tutorials:

1. Visit our Help Desk to wew our tatorials and ather useful inforrnation.
2. Viat our Diggal [0 Center to Bind out more abeout Digital IDs and Digital ID services.

Copyiahl @ 1223, WeiSign, Ine Al Rights Resered %ﬁhlgl 1
Trust Network

Now you are ready to access the HSVMS. This is done through the CDC’s
Secure Data Network (SDN).

Accessing SDN

After obtaining and installing the digital certificate, the SDN website can be
accessed by going to the following URL.:

https://sdn.cdc.gov

To use the certificate, Netscape will prompt for the master password associated
with the certificate store.

Prompr |

; i Flease enter the master paszword for the Sofhware Secuniy Device,

| ok ]| Carcel |
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